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Abstract: 

Steganography is the method of hid ing any secret information like password, text, and image, audio behind orig inal cover file . In  this 

paper we proposed the audio-video crypto steganography which is the combination of image steganography and audio steganography 

using computer forensics technique as a tool for authentication. Our aim is to hide secret informat ion behind image and audio of video  

file. As video is the application of many still frames of images and audio, we can select any frame of v ideo and audio for hiding our 

secret data. Suitable algorithm such as 4LSB is used for image steganography and phase coding algorithm for aud io steganography. 

Suitable parameter of security and authentication like PSNR, histogram are obtained at receiver and trans mitter side which are exactly  

identical, hence data security can be increased. This paper focus the idea of computer forensics technique and its use of v ideo 

steganography in both investigative and security manner.  
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I.INTRODUCTION 

Steganographyis the art and science of hiding informat ion by 

embedding messages within other, seemingly harmless 

messages. Steganography works by replacing bits of useless or 

unused datain regular computer files (such as graphics, sound, 

text, HTML, or even floppy disks ) with b its of d ifferent, 

invisible information. Th is hidden information can be plain text, 

cipher text, o r even images. Steganography sometimes is used 

when encryption is not permitted. Or, more commonly, 

steganography is used to supplement encryption. An encrypted 

file may still hide informat ion using steganography, so even if 

the encrypted file is deciphered, the hidden message is not seen. 

The advantage of steganography over cryptography alone is that 

the intended secret message does not attract attention to itself as 

an object of scrutiny. Plain ly visible encrypted messages —no 

matter how unbreakable—will arouse interest, and may in 

themselves be incriminating in countries where encryption is 

illegal. Thus, whereas cryptography is the practice of protecting 

the contents of a message alone, steganography is concerned 

with  concealing the fact that a secret message is being sent, as 

well as concealing the contents of the message. Steganography 

includes the concealment of informat ion within computer files. 

In digital steganography, electronic communications may 

include stenographic coding inside of a transport layer, such as a 

document file, image file , program or protocol. Media files are 

ideal for stenographic transmission because of their large size.  

 

This paper will focus on hiding informat ion in images in the 

next  sections. To hide in formation in audio  files similar 

techniques are used as for image files. One different technique 

unique to audio steganography is masking, which explo its the 

properties of the human ear to hide information unnoticeably. A 

faint, but audible, sound becomes inaudible in the presence of 

another louder audible sound. This property creates a channel in 

which to hide information. Although nearly equal to images in 

steganography potential, the larger size of meaningful audio files 

makes them less popular to use than images. The term protocol 

steganography refers to the technique of embedding information 

within messages and network control protocols used in network 

transmission. In the layers of the OSI network model there exist 

covert channels where steganography can be used. An example 

of where informat ion can be hidden is in the header of a TCP/IP 

packet in some fields that are either optional or are never used. 

In previous existing systems, cryptography is used for 

encryption of data and provides data security. But actually term 

cryptography provides privacy. Privacy is what you need when 

you use your credit card on the Internet you don't want your 

number revealed to the public. For this, you use cryptography, 

and send a coded pile of gibberish that only the web site can 

decipher. Though your code may be unbreakable, any hacker 

can look and see you've sent a message. 

 

II. PROPOS ED METHOD 

To overcome this drawback steganography is used for sending 

data like image and audio and make h idden. Steganography is 

intended to provide secrecy.Steganography approach that makes 

use of Least Significant Bit (LSB) algorithm for embedding the 

data into the bit map  image (.bmp). Th is approach is to replace 

the data of lower bit in a cover audio data by a secret data. Our 

system is designed by using 32-bit ARM controllers for 

designing predictive model for image and audio steganography 

system. The proposed method will help to secure the content 

with in the image and encryption of audio file with in the image 

will help to make the document much securer because even 

though if the unauthorized person succeeds in being able to hack 

the image, the person will not able to read the message as well 
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as acquire the informat ion in the audio file. Secret data like 

image and audio is encrypted into cover data by developing the 

application involved with LSB algorithm on ARM architecture 

device.   

Block diagram: 

 
III.HARDWARE MODULES  

A.ARM Architecture: 

The Raspberry Pi is a credit-card-sized single-board computer 

developed in the UK by the Raspberry Pi Foundation with the 

intention of promoting the teaching of basic computer science in 

schools. 

 

 
Fig 1: Raspberry pi board 

 

The Raspberry Pi is manufactured in two board configurations 

through licensed manufacturing deals with Newark element14 

(Premier Farnell), RS Components and Egoman. These 

companies sell the Raspberry Pi online.Egoman produces a 

version for d istribution solely in  China and Taiwan, which can 

be distinguished from other Pis by their red  coloring and lack of 

FCC/CE marks. The hardware is the same across all 

manufacturers. The Raspberry Pi has a Broadcom BCM2835 

system on a ch ip (SoC), which includes an ARM1176JZF-S 

700 MHz processor, Video Core IV GPU, and was originally 

shipped with  256 megabytes of RAM, later upgraded to 512 MB. 

It does not include a built-in hard disk or solid-state drive, but 

uses an SD card for booting and persistent storage.  

 
Fig 2: Board features  

The Foundation provides Debian and Arch Linux ARM 

distributions for download. Tools are availab le for Python as the 

main  programming language, with support for BBC BASIC (v ia 

the RISC OS image or the Brandy Basic clone for Linux), C, 

Java and Perl. 

 

B.TFT display unit: 

TFT stands for Thin Film Transistor, and is a type of technology 

used to improve the image quality of an LCD. Each p ixel on a 

TFT-LCD has its own transistor on the glass itself, which offers 

more control over the images and colors that it renders.While 

TFT-LCDs can deliver sharp images, they also tend to offer 

relatively poor viewing angles, meaning they look best when 

viewed head-on. If you view a TFT-LCD from the side, it can be 

difficult  to see. TFT-LCDs also consume more power than other 

types of cell phone displays.  

 

IV.SOFTWARE IMPLEMENTATION 

 

A. Linux Operating System: 

 

Linux or GNU/Linux is software operating for computers. The 

operating system is a collection of the basic instructions that tell 

the electronic parts of the computer what to do and how to work. 

Free and open source software (FOSS) means that everyone has 

the freedom to use it, see how it works, and changes it.There is a 

lot of software for Linux, and since Linux is free software  it 

means that none of the software will put any license restrictions 

on users. This is one of the reasons why many people like to use 

Linux. A Linux-based system is a modular Unix-like operating 

system. It derives much of its basic design from principles 

established in UNIX during the 1970s and 1980s. Such a system 

uses a monolithic kernel, the Linux kernel, which handles 

process control, networking, and peripheral and file system 

access. Device drivers are either integrated directly  with the 

kernel or added as modules loaded while the system is running.  

 

 
 

Fig : Architecture of Linux Operating System 

 

B. Qt for Embedded Linux: 

 

Qt is a cross-platform applicat ion framework that is widely used 

for developing application software with a graphical user 

interface (GUI) (in which cases Qt is classified as a widget 

toolkit), and also used for developing non-GUI programs such as 
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command-line tools and consoles for servers. Qt uses 

standard C++ but makes extensive use of a special code 

generator (called the Meta Object Compiler, o r moc) together 

with several macros to enrich the language. Qt can also be used 

in several other programming languages via language bindings. 

It runs on the major desktop platforms and some of the mobile 

platforms. Non-GUI features include SQL database 

access, XML parsing; thread management, network support, and 

a unified cross-platform application programming  interface for 

file handling. It has extensive internationalization support. 

 

V.RES ULTS  

 

 

 

 

 
 

VI.CONCLUS ION 

The project “Application of Data Hiding in Audio-Image 

Using anti  Forensics Technique for Authentication and 

Data Security”  has been successfully designed and tested. It 

has been developed by integrating features of all the hardware 

components and software used. Presence of every module has 

been reasoned out and placed carefully thus contributing to the 

best working of the unit. Secondly, using highly advanced 

ARM9 board and with the help of growing technology the 

project has been successfully implemented.  
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